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Master Key
Transient Key 256 bits
            
Temporal Key     TX MIC Key     RX MIC Key  
128 bits                 64 bits                64 bits
MAC Address
Temporal Key
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Phase 1
 Hash 
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80 bits array
Rekeying
Phase 2
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Per Paquet − 128 Key bits
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 = RC4 Key 24 bits                   104 bits
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IV48
IV32         IV16
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Extended IV16           KeyID     IV32                          DATA                      MIC          CRC  
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Receivers    Next Hop
Sender = 12
Receivers = 3,5,15,18,27
Table de routage de 12 :
5                  4
  3                   4
15                 16 
18                 22
27                 22
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Inactive
Active
  New UK
  Waiting 
UPDATE_UK : 4
DK_UPDATED : 7
NEW_UK_REQUEST : 6
 fi becomes true : 2
fi becomes true : 2
fi becomes true : 2
UPDATE_UK : 1
fi becomes false : 3
UPDATE_UK : 1
DK_UPDATED : 5
NEW_UK_REQUEST : 5
Membership change
but fi remains false : 3
DK_UPDATED : 5
NEW_UK_REQUEST : 5
1 : DKi = newUK
 UKi = newUK
Action 2
2 : Distributes newUK depending on 
Legend : Event : Action
whether the membership change is a join or a leave
3 : sends NEW_UK_REQUEST upstream
4 : UKi = newUK
5 : forwards the message upstream
7 : if oldDKj = currentDKi then action 6
6 : generates and distributes new DKi
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Clusters
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mn = 2mn = 5
mn = 1 mn = 2
Controleur global
Controleur local Actif
Controleur local passif
Membre du groupe
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